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Presenter
Presentation Notes
STATS:90% of the world’s data has been created in the last two years – IBM Marketing CloudNot only is volume an issue but data creation is outpacing data protection More people have access to it than ever before (employees and contractors) Data is present in many more formats Available in more places than before - being stored / managed / accessed everywhere (cloud, mobile devices, laptops, databases)Traditional data security can’t sufficiently address this realityLack visibility to data being accessed and/or data movementRigid & complex policies disrupt user productivity Lack context & understanding of user intent From an industry perspective, most vendors can’t effectively respond to this massive problem 
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DATAPEOPLE

FOCUS ON THE TRUE CONSTANTS

PEOPLE DATA

Understanding the intersection 
of people, critical data and IP 

over networks of different 
trust levels.

THE HUMAN POINT 

Presenter
Presentation Notes
โฟกัสเรื่องสิ่งที่จริง: คนและข้อมูล โลกของคุณมีความซับซ้อนกว่าที่เคย - ข้อมูลของคุณจะถูกเก็บไว้ในผู้ให้บริการระบบคลาวด์หลายรายและซัพพลายเออร์และลูกค้าจะพึ่งพาข้อมูลที่เชื่อมต่อกันซึ่งเป็นจุดเข้าสู่เครือข่ายของคุณ หากคุณต้องการมีระบบรักษาความปลอดภัยในโลกไซเบอร์ที่มีประสิทธิภาพคุณจำเป็นต้องเข้าใจภัยคุกคามทั้งหมดในความต่อเนื่องทางไซเบอร์ของเจตนา ต้องใส่ใจกับความต่อเนื่องทั้งหมดนี้ จากพนักงานที่ถูกต้องตามกฎหมายและทุ่มเทซึ่งอาจบังเอิญรั่วไหลข้อมูลไปยังแฮ็กเกอร์ ทุกคนและพฤติกรรมเหล่านี้อยู่ในทีมงานของคุณในวันนี้เพื่อสิ่งที่ดีหรือไม่ดี        -   81% ของการละเมิดที่เกี่ยวกับแฮ็กได้ใช้ประโยชน์จากข้อมูลรับรองที่ถูกบุกรุก        คนทำผิดพลาด แต่จะนำไปสู่การโจมตีข้อมูลจำนวนมาก        มัลแวร์ดำเนินการผ่านการเลียนแบบโดยส่วนใหญ่ คุณต้องเข้าใจพฤติกรรมเหล่านี้ ถ้าคุณสามารถทำอย่างนั้นได้คุณสามารถลดความซับซ้อนของวิธีการแก้ปัญหาในโลกไซเบอร์ได้ง่ายขึ้น หากคุณมุ่งเน้นไปที่ทั้งสองอย่างนี้โดยเฉพาะการแยกคนและข้อมูลเราเชื่อว่าคุณจะมีประสิทธิภาพในการปกป้องข้อมูลสำคัญและ IP ของคุณมากขึ้น



rhythm of 
your people

rhythm of your 
people

flow of your data

BENEFIT FROM THE HUMAN POINT

Visibility Identify your data and users everywhere 
your people work

Control One policy to manage data movement & 
access across ALL distributed systems

Risk
Consolidated view of risk that considers user 
actions & value of the data in addition to 
machine logs

Enforcement Risk adaptive protection to act on change in 
human risk to critical data in real time

Compliance Effectively enforce compliance no matter 
where your data resides



CONSIDERATIONS FOR MONITORING DATA FLOWS

ENDPOINT
Data in Use
& in Motion

NETWORK
Data in Motion

Active 
Sync

IM

FTP

Printer

Email

Media
Web & 
Cloud

Storage

IM

FTP

Email

Network Printer

Web & 
Cloud

Active 
Sync

CLOUD
Data In Use
& in Motion

Monitor 
Uploads

Monitor File 
Changes

Discover 
Cloud Use

Presenter
Presentation Notes
Discovery of Cloud Application usage is a good indicator to level of risk to Personal data.  (CASB functionality covers this.  Forcepoint offers this level of visibility
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สาํหรบักฎหมายคุม้ครองขอ้มลูส่วนบุคคลน้ัน เป็นผลมาจากการเปล่ียนผ่านเขา้สู่

ดิจิทลั ซ่ึงส่งผลใหมี้การล่วงละเมิดสิทธิในขอ้มลูส่วนบุคคลเพ่ิมมากข้ึน จึงทาํให้

ภาครฐัตอ้งมีการคุม้ครองความเป็นส่วนตวัของประชากรในประเทศ ซ่ึงถือเป็นส่วน

หน่ึงของการรกัษาความปลอดภยัของขอ้มลู (Data Security) ครอบคลุมขอ้มลูส่วน

บุคคลประเภทต่างๆ ตั้งแต่ ช่ือ นามสกุล ท่ีอยู ่เบอรโ์ทรศพัท ์ไปจนถึงอีเมล ์

หมายเลขบตัรประจาํตวัประชาชน และ อ่ืนๆ

นอกจากน้ี กฎหมายยงัคุม้ครองไปถึงขอ้มลูส่วนบุคคลท่ีมีความอ่อนไหว (Sensitive 

Data) เช่น เช้ือชาติ เผ่าพนัธุ ์ความเห็นทางการเมือง ความเช่ือ ลทัธิ ศาสนา 

พฤติกรรมทางเพศ ประวติัอาชญากรรม ขอ้มลูทางดา้นสุขภาพ ขอ้มลูทางพนัธุกรรม 

และ ขอ้มลูชีวภาพ

บทลงโทษมีทั้งโทษทางแพ่ง ทางอาญา และทางปกครอง หากมีการฝ่าฝืนมีโทษจาํคุก

ไมเ่กิน 6 เดือนถึง 1 ปีหรือปรบัไมเ่กิน 500,000 ถึง 1 ลา้นบาท หรือทั้งจาํทั้งปรบั 

(สาํหรบัโทษทางอาญา) และโทษทางปกครองท่ีถูกเพ่ิมอตัราโทษจากเดิมท่ีระหวา่ง 

100,000 ถึง 500,000 บาทเป็นระหวา่ง 1 ถึง 5 ลา้นบาท

Personal Data Protection Act in Thailand

https://www.pwc.com/th/en/pwc-thailand-blogs/blog-20190328.html
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Thai  personal 

data protection act

Health Data

Biometric Data

Home Address

Criminal recordGender

Phone Number

National ID 

Number

Race

Full Name
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Solutions to Locate, Manage, and Control Linkable to a specific individual

Public

Linked information:
Any piece of personal information 

that can be used to identify an 
individual

Linked information: information that 
on it own may not be able to identify 
a person, but serve a clues to your 
true identity when combined with 

another piece of information could 
identify, trace, or locate a person.

Sensitive information :
(special personal data types)

• Full name
• Home Address
• Email Address
• Thai ID Number
• Social Security Number
• Passport Number
• Credit Card Number
• Date of birth
• Telephone number
• Log in details

• First or Last name
• Country, Province, City, Postcode
• Gender
• Race
• Non-specific age
• Job position and workplace
• IP address
• Device ID/Cookies ID

Biometric Data
Racial data
Health data
Ethnic origin
Political Opinions
Religious or philosophical belief
Genetic data
Sexual preference

Presenter
Presentation Notes
Organizations need to understand how much personal data exists in order to quantify their exposure to the GDPRYou may discover that they have more data than they thought and in places they were not expectingIt will also prove useful during data Subject Access Requests (SAR); for example, where they are looking to have their personal data rectified or erasedForcepoint delivers technologies & solutions that enable you to find data everywhere, manage and control that data and have visibility to it as it moves/out of your organizationOur portfolio of DLP and cloud protection products work seamlessly to extend visibility & protection - everywhereDISCOVERSome data is easier than others to find. Structured data and file tags make for quick identification. But it becomes more complex when dealing with unstructured data such as PPTs and Word docs, or scanned PDF documents DLP has pre-architected out-of-the-box GDPR policies shorten time to get up and runningDLP for Cloud Apps and CASB enable organizations to Locate sensitive data on premises (network storage, databases, endpoints) & in the cloud – for structured and unstructured data – so you can quick locate content regulated data (PII, PHI, etc)Inventory data to know exactly what data exists & whereGain visibility to data uploaded, downloaded, stored on cloud appsDetermine file ownership, access rights, and age of data files



© 2019 Forcepoint  |  10

Full name

Health data

Passport Number

Home Address

Genetic data

Gender

Phone Number

Thai ID Number

Race

Thai  personal 

data protection act

Thai Personal Data Protection Act

Forcepoint Pre-define Template

Forcepoint Dictionary

KEY Phase

Fingerprint

Machine learning

INCREASE BUSINESS VALUE
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Reportable, 
comprehensive, 

repeatable forensic 
detail 

Map, manage, and control 
personal data everywhere people 
work and collaborate

Simplify personal data handling 
processes and tools

Visibility to personal data everywhere it 
resides - Cloud, Endpoints, Network

Forcepoint’s Approach to Thai Personal Data Protection Act

Public

DISCOVER CLASSIFY PROTECT RESPONSE

Presenter
Presentation Notes
Forcepoint’s approach to GDPR is different.Make it easy to effectively Discover, Classify, Protect, and Respond<<CLICK>> Discover & Locate data – So you have visibility to data everywhere it residesYou need to know what data is present and where it resides. – If you don’t know where you data is, how can you protect it?This is your most critical step with GDPR. You can accomplish this by maintaining an inventory of your data and understanding how data flows within your organizationGain visibility to data everywhere it resides (cloud, endpoints, on-prem) - Data at rest, in motion, data in use (regulated and/or critical IP)The result: Faster/easier to protect data with better time to value<<CLICK>> Classify – simplify data handling processes by leveraging toolsOrganizations often take different approaches to data handling practices Some rely on manual or user defined labeling and classification solutions via in-house safe handling processes (perhaps they have a dedicated resource for data governance)Others turn to 3rd party classification/labeling platforms to standardize or automate proper data handling Regardless of the approach, it’s necessary for organizations to prioritize safe data handling practices because organizations can’t afford NOT to make it a priorityForcepoint DLP is integrated with key labeling and classification solutions such as Boldon James, Microsoft Information Protection and TITUS to simplify and automate labeling & classificationWhy important? Why move beyond manual class/label solutions? Simplifies data handling practices and enables automation so organizations can more efficiently manage critical data (without disrupting their business operations)<<CLICK>> Protect – Everywhere users work and collaborationProtect data flows by controlling and managing data – everywhere it resides; everywhere your people work and collaborate Unified policy management - Minimize the complexity of managing data across multiple channels – create, deploy and manage policies across all channels via a single consoleFocus attention on the riskiest users <<CLICK>> Response – Confidently report within the 72 hour window with comprehensive and actionable informationWhether your organization is in the early stages of data hygiene or engaged in an audit, it should be easy for practitioners to pull comprehensive reports (for example, executive summaries to enable quick decision-making)reportable – ie. exec summarycomprehensive – contains actionable datarepeatable – don’t waste time Key Takeaway: Orgs need a solution that removes the complexity of locating, auditing, classifying and protecting critical data



PERSONAL DATA DISCOVERY

DATA IS 
EVERYWHERE

Cloud

DatabaseEmail

Network
Storage

Laptop
Drives

INDICATORS
OF

THEFT

FORCEPOINT PRODUCTS: DLP DISCOVER & DLP ENDPOINT

XXX-XXX-XXX-XXX

Described Learned

VS.XXX-XXX-XXX-XXX
XXX-XXX-XXX-XXX

Structured Un-Structured

VS.

XXX-XXX
XXX-XXX

XXX-XXX
XXX-XXX

XXX-XXX
XXX-XXX

XXX-XXX
XXX-XXX

XXX-XXX
XXX-XXX

XXX-XXX
XXX-XXX

File Tags Scanning

VS.

DATA IS NOT ALWAYS 
EASY TO FIND

DATA ISN’T JUST LOST, IT 
CAN BE STOLEN TOO

Presenter
Presentation Notes
Key point – DLP Discover & Endpoint are key products for Discover!Endpoint devices (Windows AND macOS) (laptop icon with apple and windows icons)Microsoft Exchange (inc. Online version) (Email icon & Email icon in front of cloud)Microsoft SharePoint (inc. Online version) (Folder Icon with Windows logo and folder in front of cloud)Shared Storage (folder icon on network)Box (Cloud scan) (Box logo)Databases (DB Icon on network) 



DATA DISCOVERY RESULTS

Location Type

Access 
Control

File 
Properties

Workflow
Remediate - Encrypt
Escalate - Incident





INTEGRATED WORKFLOW
Remediation actions might include:
• Escalate (to manager or another 

person)
• Move
• Delete
• Encrypt
• Apply DRM
• Apply masking
• Apply Categorisation
• Apply Pseudonymisation (for a test 

system for example)



© 2019 Forcepoint  |  18

 DLP Gap analysis

 Building PDPA Policy Template and Discovery for PDPA Gap analysis

 Applying Data Classification Tools

 DLP Architecture and Cloud App Technology

 Managing DLP/PDPA incidents and engaging business user with User justification 
and Automated workflow

 Behavior Analytics / Dynamic User & Data Protection

Data Protection Technology for PDPA Implementation 

Presenter
Presentation Notes
STATS:90% of the world’s data has been created in the last two years – IBM Marketing CloudNot only is volume an issue but data creation is outpacing data protection More people have access to it than ever before (employees and contractors) Data is present in many more formats Available in more places than before - being stored / managed / accessed everywhere (cloud, mobile devices, laptops, databases)Traditional data security can’t sufficiently address this realityLack visibility to data being accessed and/or data movementRigid & complex policies disrupt user productivity Lack context & understanding of user intent From an industry perspective, most vendors can’t effectively respond to this massive problem 
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Reportable, 
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Multiple selectors of various types to support advanced classification schemes

Select Classification 

directly from Office Ribbon



Employees C-LevelHR Finance

Public

General Business 

Confidential

Internal Only

Public

General Business 

Confidential

Internal Only

Default Label

HR
Default Label

Public

General Business 

Confidential

Internal Only Finance
Default Label

Public

General Business 

Confidential

Internal Only M&A

Internal Only Project 
Phoenix

Policy design & implementation

Presenter
Presentation Notes
- Different policies with different labels and rules can be pushed out in the same configuration to individual departments based on their needs
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Reportable, 
comprehensive, 

repeatable forensic 
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Map, manage, and control 
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work and collaborate
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DISCOVER CLASSIFY PROTECT RESPONSE
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Protect Sensitive Data
- Email 
- Web
- Share Drive 
- USB
- Cloud Application





INVESTIGATING A DATA INCIDENT IN Forcepoint Security Manager

Source
Destination

Forensics

ActionChannel



CLOUD APPLICATION  ACCESS SECURITY CONTROL (CASB)

• Dashboard



INCIDENTS ARE EVERYWHERE
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EMAIL INCIDENT WORKFLOW

Internet

User

Security 
Manager

Manager or incident manager

Email  – Action: Quarantine & 
Notice Email to Manager 

Match with Policy 





DLP SECURES SENSITIVE DATA IN USE & IN MOTION

Who
Human Resources

Customer Service

Finance

Accounting

Legal

Sales / Marketing

Marketing

Technical Support

Engineering

What
Source Code

Credit Card Data

M&A Plans

Employee Salary

Personal Data

Financial Report

Customer Records

Manufacturing Docs

Research

Where
Evernote

One-Drive

Facebook

OneDrive

Removable Media

Malicious Server

Business Partner

Competitor

Customer

How
File Transfer

Instant Messaging

Peer-to-Peer

Print

Email

Web

Confirm

Notify

Remove

Quarantine

To Approve

Block

File Copy

Copy/Paste

Print Screen

Action

Confirm

Audit

Notify

Presenter
Presentation Notes
Our company can do data mapping for you, so when action to do with personal data happens, we will know Who/ what / where / and how it happened.For example, human resources- If a staff from human resources sends personal data via One Drive to the Web, then we can block this action.In reverse, if the same person send the same sensitive data, but changes the destination via email to a business partner, the policy will allow it to happenI will give you another example. If a staff from sales/marketing tries to send customer records via removable media to File Copy, the policy will confirm this action.



Data Flow Mapping

Action
Source

Forensics

Workflow
Remediate – Encrypt
Escalate - Incident

DestinationChannel

Presenter
Presentation Notes
Here is a breakdown of information from the previous slide. Forcepoint DLP report will show data flow mapping. You can see who, what, where, how and the action taken for your organisation. You can see who is the person sending the sensitive data out, which policy he did not comply with, the channel he used and the destination it was sent to. And we can keep this file under forensics.



DATA BREACH NOTIFICATION - INCIDENT RISK SCORING RANKING REP

Identify high risk data 
incident cases over 

last 24 hours

Utilizes Machine Learning and Security Analytics to cluster incidents into cases

Presenter
Presentation Notes
Forcepoint’s DLP now includes the industry’s first advanced security analytics capability called incident risk ranking. It uses statistical data modeling and behavioral baselines to automatically identify, group and stack rank incidents to show you those posing the highest risk.The new ‘Analytic Engine’, consumes incidents generated by DLP policies across all core TRITON AP-DATA components and reports on those with the highest data loss or data theft risk score.  This enables you to identify the highest risks to your organization so that you can take remediation action and prevent future risks.



© 2019 Forcepoint  |  45

 DLP Gap analysis

 Building PDPA Policy Template and Discovery for PDPA Gap analysis

 Applying Data Classification Tools

 DLP Architecture and Cloud App Technology

 Managing DLP/PDPA incidents and engaging business user with User justification 
and Automated workflow

 Behavior Analytics / Dynamic User & Data Protection

Data Protection Technology for PDPA Implementation 

Presenter
Presentation Notes
STATS:90% of the world’s data has been created in the last two years – IBM Marketing CloudNot only is volume an issue but data creation is outpacing data protection More people have access to it than ever before (employees and contractors) Data is present in many more formats Available in more places than before - being stored / managed / accessed everywhere (cloud, mobile devices, laptops, databases)Traditional data security can’t sufficiently address this realityLack visibility to data being accessed and/or data movementRigid & complex policies disrupt user productivity Lack context & understanding of user intent From an industry perspective, most vendors can’t effectively respond to this massive problem 
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Data Protection Point of View

Data Detection
Machine Learning, Fingerprinting, 

Compliance Policies, 
Image Classification, OCR

Data Discovery & Classification 
Discovery across network, endpoint & cloud apps

Partnerships: Microsoft, Boldon James, Titus, Seclore

Analytics
Behavioral Analytics Module
Risk Adaptive Protection

SaaS App Protection
API Integration
Inline Cloud Proxy Infrastructure
Data in motion, in use, at rest

Deep Forensics
Unified Endpoint

Insider Threat
Cloud Apps 

Data 
Protection



© 2019 Forcepoint  |  47

Better Understanding of Intent

An employee tries to 
print customer’s credit 
card data and the DLP 
solution blocks it.

Is this employee a risk? 
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Introducing Dynamic Data Protection (DDP) 
Delivering Risk-Adaptive Protection

Set dynamic 
enforcement 
action plan

View DLP 
incidents 
with end-user 
risk level

Endpoint monitoring,
Collection and enforcement

Endpoint 
Server

Forcepoint Behavioral AnalyticsForcepoint DLP

Investigate 
high-risk entity 
activity

Automatically 
analyze DLP 
data for identity 
risk calculation
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Graduated Enforcement Based on Risk
Removing friction to “free the good, while stopping the bad” … 

From
blocking

To
Empowering

Presenter
Presentation Notes
Historically DLP policies took a rigid approach: either permit or restrict (allow or block)With Dynamic Data Protection, you can take a more granular approach. With more context, you can make more informed decisions when it comes to policy enforcement. Low risk activity can continue with no restrictions, for high risk activity block all. 
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